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| Linux Malware Could Run Undetected on
Windows: Researchers

By Ionut Arghire on September 12, 2017

A new Windows 10 feature that makes the popular Linux bash terminal available for
Microsoft’s operating system could allow for more malware families to target the
operating system, Check Point researchers claim.

Called Windows Subsystem for Linux (WSL), the feature exited beta a couple of months ago
and is set to become available to all users in the upcoming Windows 10 Fall Creators Update
(FCU), set to be released by Microsoft in October 2017.
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winediag:nodrv CreateWindow Make sure that your X server is running and that $DISPLAY is set correctly.
:err:systray:initialize systray Could not create tray window
:err:ole:start rpcss Failed to start RpcSs service

Application could not be started, or no application associated with the specified file.
ShellExecuteEx failed: Bad EXE format for Z:\root' ... \test.exe.

:eIr.

J# 6eb8:err:rpc:I RpcReceive we got fault packet with status 6x1c8616863

nan 1) Il'lFllllll:‘.ll '~ 18

B

@Please Read Me@.txt Release.key Release.key.WNCRY TPM test @WanaDecryptorf.exe

¢./proc/6©285”’: No such file or directory
17 17 1173

REIER



L=

AR I ind: ‘./proc/60285°: No such file or directory
1/ 11/3

BETH-SRRE ERiess
ﬂﬂ%iﬁ:%ﬁ‘ ZESHMTFESSNEm: & © © @ &

MAFIEER - /root/.wine/dosdevices/z:/@WanaDecryptor@.exe
EENFmdS : 7bf2b57f2a205768755c07f238fb32cc

HiEREAR  BEUFEE
sk : ==
RS- BISEEhESIT A

IZEE=HMTFSISEneIn: D Q9 X
ATT&CKIZERER : 1504

EETH - SEhE=ESAIESSE

1T HHFZE - /usr/lib/wine/wineservert4

Hi=id : 55091

HITa6 = : /usr/lib/wine/wineserver64 -p0

FESHIBEIFEICE - /usr/bin/@Please Read Me@ . txt

InfoQ EIER




m e 0 wnwd imbon e l;-.'J'.?:N/TPM:tESt/SBmp].E# wine hello.exe

hello world!

Press any key to continue... mwwwsi7 wemy sempwsmssimsgp  ~/TPM_test/sample# wine nc.exe
Cmd line: 1ls

Wine &7

@Please R
-- Ml bt

@wWanalDe
= Lo, ee

key Dt WN
CRY

1OQ IXFELR



MEWAO X, Bl B MO PAEUNUXFES LEITRINHE
X, EPWannaCryilWannaRenfi TR 2| Z Mt iE—EiEE L
M fEMEZ2MIME, WEh~ X EF#1T7 7005 &N, R8T/ EE

0 L ILE 5% o] R

ArchSummit InfoQ #&=iEE



S 1l 3 Ex

AL\

ArchSdimmit InfoQ HEIEE



BRISTBRABNTHREGHMAE

EFUNANEESRAXGEEBRAN, Hardware | ¢~ Option /’
NERNRBERAHE, SEEEMES ”

XilHEY. st XL EIXE FIE,
—> Measuring

Hilted & T TPM EDREI M #7713 )

TERTNE:
SEFMNESER (TPM) BT S 718 it Block
E?@ﬁﬂ’]u@ffﬁ?&ﬂ]ﬁko TPMii & & Root of trust > \ a;

—ﬁ‘llyiﬂ’]lll]fiiim, SERFNE mintegrity N N\ | /7

measuremen ’ —-—>Reportin
AR TLEEEN 8 5 2 il 1 1A t DN % P
ﬁ Hf 'Z X, FEZERHK L IE &= TPM P;ffﬂf;;‘? — — > Logging

TPMEI s £IN8E . TPMINO St G &
PfT T

reporting

BHreEaR

BRai—2RkAEELIEH 7 TCM (P .
[ & A AR AVE TPM) I1HE, 1l %0 M0 £ :
otz fvICMF @, WG - e

| =+71) d0dBaea79bcb71dd0612 d0d8aea79bcb71dd0612

f275ce76d0 = S5ce76d0

T SRTM, BIOS, A TLo[IEROMEEPIRE... v

FNToRER. 2= TEENES.. v '

f = ; = m %a9fcf : s Aa%fcf
r

5 UEFERENE v UEFIEL...
=y 9a7234a13f198e7969 9a7234a13f198e7969 WANSWARB, RE&L v/

InfoQ HEEE



L

The Unfortunate Reality
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ommendations. In 2021, Maxim Suhanov published a blog post, “Measured H N A
Boot and Malware Signatures: exploring two vulnerabilities found in the ) ’ Eé, H jﬁlz / I {E%’ I et }Jﬁ ¥ n\ ’ J% ili ( /ﬂ]

Windows loader,” wherein he compared 26 vendors’ ELAM drivers. He

noted that only 10 used signatures at all; of these, only two used th‘em to }:XE [I:I:ll T TP M E D R R‘/\T%J T Lﬁ)l%:ﬂ/f%
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o TN N
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